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Code and benchmarks available at: https://github.com/unitn-sml/wmi-pa

Why Al verification is becoming relevant

Amazon scraps secret Al recruiting tool that
showed bias against women

Quickfire | * 9 December 2022 B Developing neural networks (NN) to help humans in their everyday jobs is
By Jeffrey Dastin . becoming easier and easier...
ChatGPT proves that Al still has a B But are we sure that they learned what we expect?

racism problem

Even the most advanced artificial intelligence is hindered by
the inherently racist data it’s trained on.

Shock horror: Al is over-sexualising and censoring

It is essential to formally verify properties on neural network and probabilistic
models before releasing them on market:

B Fairness

I »
women's bodies B Safety
Al tools censor women who are pregnant, exercising, or showing nipples — much more than men L] RObUSt ness to noise
1.
2.
3.

Weighted Model Integration (WMI) Hybrid probabilistic inference through WMI

Let x = {z1,...,zxy} € RV and A = {A,, ..., Ay} € A
’ O babilisti
BY. o(x,A) denotes an SMT(LRA) formula, while ur,?,fd; |\I,|Isuc
w(x,A) denotes a non-negative weight function s.t. 3 WMIAw A (R R
RNX]B%MHR—F. E PT(R1VR2|M) — (WMMI((A 1 ) 2)7w)
The Weighted Model Integral of w(x,A) over M
A) is:
p(x, A) is B 5 Main issues: can we compute it efficiently?”
WMI(p, w|x, A)gz WMl (01,41, wyap|x) R 82 5 B Integrals are hard to compute...
pACBM & A j A, x B The more complex the models, the higher the number of
dof integrals we have to deal with!
WMInb(%w|X) = /( )w(X) dx Unsafe regions
p(x

Key idea

We propose SA-WMI-PA a novel WMI approach based on partial enumeration which is aware of the conditional structure of w.

B Compile the weight function into a valid formula that drives the enumeration of assignments in WMIPA.
— Takes the best out of KC and WMIPA approaches, the current state-ot-the-art frameworks.

Structure-aware WMI-PA

Generate a formula from w, sk(w), s.t.: Bottom-up procedure rewriting the skeleton of Perform enumeration on the formula ¢ A |[y — wﬂ -
B [ts atoms are all and only conditions in w;  w into a LRAUEUF formula, ﬂy = w]] e F
: . 2] K —A1 V(x> 1)V (2 >2)V (Y2 = for © 1V Az V(Y = f3
. SO 15 equlvalent tO SO /\ Sk(w) wix, A) (A(:lAlv(( >)1)vgz2>2;vgy2—j:m§§ (Af(lAlvivEm—B; = {(y<= ys)w‘)h&(!/n = .;/:aékﬁ(,f/r. = 1§4)-(<\u > 1),)(}03 = 1),
. . A=AV (21 2 1)V =(y2 = fa1) V 2 (y2 = fa2)) AALV = (ya = f3) V =(ya = fa)) “(ys = y2), (x2 > 1), ((y1 = f11), ~(y1 = f12
B Any partial truth value assignment 4 to o ' '
o o . ° —|A1 ﬁ/,l‘l >l) —|I‘2>1 1= J11 /\( Al\/ﬁAQ\/ (’y4zf3))
the conditions of w ensure wy, is 2 Ca D Nyt iy ey e Ay o (=
. . /\(ﬁAl V(x> l) vV _\(yl = fll) V _\<y1 :' f12)) /\( AV ﬁ(y4 = f3) \% _'<y4 - f4)) ¢
arithmetically computable. @ pchy EpvREA Y AT
. ACALY (21> 1)V (s = for) Voo = fa)  AM(ys = us) V ~(ys = 1))
Main advantages: D AREEER (o ) ’ A (5= 1)
AN—ALY (21 =2 1)V (ys =y2)
B The SMT solver is not forced to enumerate J NEALY s =90V (s = 1))
.. ) i 2 V@ )V 2 )V = f) [ : b o | | c ‘
A=AV (21 > D)V (23 > 1)V (41 = fia e — Y A (AL (e — {(y=19s5),41,(ys = y3), (Y5 = va), (z1 > 1), (y3 = y1), XV — W
all conditions on w if they do not impact oVl V> Y =) (A =3 g2 (o > Dt = o on = ) TAGy (o A x Ay = wleur)
the ﬁﬁal Vahle Of U}[IM] ; (AL V (21 > 1) V(e > DV (g1 = fi1)) /\E ﬁl V ﬂﬁg V Ey4 = ;:),;; Assz;{gnment( — . Labeling
. . A=AV =(z1 > 1)V (22>1)V (y1 = f12)) AL A1V AV (Ys = [a U{ 41, (z121), (z22>1 =Y =Ys=y1 = fu1
B We can perform partial enumeration on the NV (2 DV = Py vy AL V= VA= )| xO{ A (13 Do 3 1) b e m s = P
Bool o Qe O N e T e T /R i el e
ANCALY (21> 1)V (22 >2)V (Y2 = f22)) A 1V (Ys =y x U 1, (z1 = 1), ~(z2 > 2 Y=1yYs =1Y3=Y2 = foo
ooleall a‘toms @ (y =ys) A=AV (21> 1)V o(y2 = fo1)V ﬂ/(\!/z = f22)) AN=(ys = y3) V (Y5 = ya)) xU{-A4;, A} Y=Ys=ys=J3
o * AN—ALY (1 > 1)V (y3=1y1)) A( (y:ys)) xU{-A4;,-As} Y=Ys=ys=Ja
= Fewer integrals to compute Ny v (212 1)V (o = ) Aoty V(s > 1)V (a3 > 1))
AALY ~(ys =y1) V (Y3 = y2))

Experimental results
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