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e APR tools alleviate the manual effort involved 1in fixing VU
bugs by suggesting patches to automatically fTix them. @ Dutch Research
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e Patches 1identified by APR tools may have passed all

automatic tests and still be semantically incorrect (e.qg.

Liu et al. JSS 2021) SEC Horizon EuROPE
e Change- i aAls secantasec
ge-based code review problem (e.g. Braz et al. ICSE SEC  (evant n 952647)

2022)
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Will human code reviewers be able to
discriminate between correct and wrong
security patches submitted by the APR
tools?

Will code reviewers’® decisions be actually
influenced by knowing that some patches
come from a specialized security tool?
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As one can see there is a higher

Correct patches (Y) are even higher proportion for the bogus treatment rather
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lle can notice a large number of zeros,
which it represents no switches.

¢ SUMMARY.

e Are humans able to recognize the semantic correctness (passed all automatic tests) of APR tools
patches?

© Correct vs Partially Correct vs lllrong
© Is it biased knowing the APR tool is designed for security?
e Perform a controlled experiment with humans
o /2 master’s students
o7 CVEs and 7 APR tools (Generic and Security)
e Possible collaborations: (1) experiment replication (2) and more APR tools to test
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